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International Protection of Digital Personal Data

A study in the light of the provisions of international
conventions and courts

Research Summary

The majority of national legislation stipulates ensuring the protection of
the right to privacy (in agreement with international charters and agreements, and
relevant international bodies), including the right to protect personal data,
especially digital data, which has emerged with technical and technological
progress The rulings of international courts (the European Court of Justice - the
European Court of Human Rights), and the rulings of the courts of various
countries, have confirmed this protection, through their rulings in relevant cases
It is clear from the above, the internationally established rights of the digital data
owner, in terms of consent or objection to the use of his digital data, the right to
communicate or access it, in addition to the right to digital oblivion, and the right
to file a complaint in the event of an attack on his digital personal data

The provisions for processing digital personal data have also been
regulated, in terms of setting controls and obligations that fall on the person
carrying out that process, considering international principles established by the
European Convention, to surround the processing process, and then the violator
of those obligations and principles is subject to legal accountability. In addition
to the policies that websites and electronic applications (Instagram, Tweep,
Facebook, Twitter, Yahoo, and WhatsApp) have established to protect digital
personal data, including policies to protect privacy when using these applications,
especially by children. But despite the importance of protecting the right to digital
personal data, it has become clear that there are other rights and freedoms that
may conflict with the right to privacy of digital personal data, such as the right to
obtain, circulate, and disseminate information, as well as the right to access in
emergency situations to protect national security, or if it is being processed. This
data is made for informational purposes, or for the purpose of obtaining official
statistical data. Perhaps this conflict has necessitated applying the principle of
proportionality to these rights so that one does not overpower the other, to protect
human rights and freedoms in general.

Key words:

Digital Personal Data - Right to Privacy - E-Commerce - Human Rights -
International Protection - Data Abuse - Information Technologies - Electronic
Processing of Personal Data - The Right to Digital Forgetfulness - Metadata -
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European Data Protection Regulation.
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droit de reproduction du logiciel, RTD Com, N° 04 du 19/01/2017, p.741 ets.

(AY*YY yhasnt — LY 3l — uabaad| Mand ) Lkl Analey — Ggdiont | Al Aoz




Aad ) dpadidid| O Lt dud gl dlecad | a2 | JlaS pilaae /o bl ¢ douw (s /3.

&) llaal)

dxig yicty) Z\:Ul;:d\ D lalaall uﬁ duaddl) bl Ao laicy)
& Wi Wl 5 g cailiall ol alill padds dals ()66 dlas bl sae s

Dbl =T glatll an¥) = Taplanl Akl G Lad ljsee 0T 8y CRaadd Ul Lol
ey (Ul a0 dga ihg) lgmbia im0 15 A AL cpn 4y s L] (T linl
) ALYl el Ll LS gta ghewan A Aplall jualiall saa) (Ajlatll AU
o AT e gite L Saxis clian JSE pualic o ol Y Lag chelial Jluds cogrlatl )
I ey e e e P SO I o e eee ecil p)
S eDlaadl Cilal el 4 agh ¢ gyla

el (8 A il 3 il il pla) L) a5l 3a] a3 adey
Blpadl oSlgead) jogan dibin ) 535 e 58y (gylal

LS AL geial Ayl Culeall Llesy Lalall TRIPS ddlil cude g
Sl o degane o Adle (5l e Filesl "lal) Al e 10 48, 5ol 3149 (ale)
A oaY) cland eaan el e Lo sliie lgawn Al Gleadlly aldl s mawd

ol Bl Clicall (o ansally pppanll ads Ty puciie jum Sy }iless BRAND pjlacll Ldiall Cipety )
Llaiidl e (gAY e Aald) el i) audig 4l
Wong. J., Using a brand identity index for relevancy in teaching collegiate marketing, Journal
of applied business and economic, 2007, p 23.

oty ¢Slgunal) (o LTl o Unjacs I3y gy Anlull Bpm cosmas il f Laa salill 4y ity e sas ¥
Bed Sl (Glad daad Gacddll calll QS g (Hlatll au¥ly clgadty S derdlly sganll dileles s
Ll 1agy

VY e YoV el Lagll s glatll andl A glall Lleall catill dpeae ihiles -

acllae — Gaaidl) shal) cload — Lualladl gaial) clae — Gaallall Alas,ll Bl didal) sdlatll elaw) e Jlias
(Ja

SRRV el PA e lglen 0 A b Gsatial lgy Ling ) Lagloi€al) lls (gl cusdl) ddpaal) o ¥

Aglal) Cagail) Alae gl Luhy cAudlaY) Aapdll (fise b Digied) Ggial) (s 2ol el ol Al Lo g
FeA = YA Ga Yoo g€l 6T daall 8yseaiall daals ¢gaaall DS cdnlaiyls

5 Maitre Jean, Pierre Gasnier, Les identifiants de I’ internet , Noms de domaine — Conflites
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International Journal of Law and Information Technology ,Vol.9 No.3, pp. 204-234,
Journal website at :http// www3.oup.co.uk.inttec. Oxford University Press, 2001,P 1 ,3.

—-Oren Etzioni ,Daniel S. Weld ,Intelligent Agents On The Internet , Department of
Computer Science and Engineering , University of Washington, May 30, 2005, P 3 .

3 Giovanni (S), Agent in cyber law, in “Workshop on the law on electronic agent”, LEA, 2002,
p 54.
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1 Sulliman Omrajee, Le data mining , Aspects juridiques de I'intelligence artificielle auregard
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Montpellier I, Année Universitaire 2001-2002, p. 26 .

2 V. Julien Le Clainche, La protection des données personnelles nominatives dans le cadre de
la recherché dans le domaine de la santé. Comparaison du droit frangais et Américain,
Mémoire de D.E.A. Faculte de droit des sciences économiques et de gestion ,Université
Montpellier I, 2001, p. 46

3 Prashant Mali, GDPR Articles With Commentary & EU Case Laws, Cyber Iformedia
Publishing, 2019, P.16
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2 Digital Rights Ireland Ltd v. Minister of Communications, Marine and Natural Resources

et al. (C-293/12); Karntner Landesregierung and others (C-594/12), Joined Cases, Court of

Justice of the European Union, Grand Chamber, Judgment (8 April 2017).
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2 http:// www.child-trafficking.info - Anti human trafficking unit ( Women and children) -
The daily news — Interior ministry officers receive training by international human
trafficking experts — 24 Jan 2011.
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http://www.women for peace. org. international .visited on 18/5/2023.
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1 Al-Mahrouky Mayada., Hate Crimes and Freedom of Speech .International Review of
law and Economics. Article submission No .109069, Chicago (USA) , 2023, P 9.
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4 CASE OF STANDARD VERLAGSGESELLSCHAFT MBH v. AUSTRIA, 7/3/2022.

Application no. 39378/15. European Court of Human Rights ,Fourth Section .

https://hudoc.echr.coe.int/fre. Visited on 13/7/2023.
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1 https://www.cnil.fr/en. visited on 13/7/2023. <llull dileal duikagl) 3alll adee CNI
2 Case of Lilbscher v. Austria (06/07/2021). European Court of Human Rights,
(Application, no. 5434/17). https://hudoc.echr.coe.intvisited on 14/7/2023.

3 Court of Justice of the European Union (CJEU). REQUEST for a preliminary ruling
under Article 267 TFEU from the Latvijas Republikas Satversmes tiesa (Constitutional

Court, Latvia),Case  C-439/ 19, 22  June 2022 -http://www.curia
.europa.eu/juris/document/document.jsf? visited on 13/7/2023.
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1 Human Rights League V Council of Ministers, Case C-817/19. Court of Justice of
the European Union (CJE), 27 January 2022.
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1 European Court of Human Rights: Uzun v. Germany, 02.09.2010 .(application no.
35623/05). https://hudoc.echr.coe.int. visited on 12/8/2023.
—Kennedy v. the United Kingdom, 18.05.2010. (application no. 26839/05 )
—Privacy International and Others v. the United Kingdom, 4 September 2020, Application

no. 46259/16 .

2 European Court of Human Rights , S. And Marper v. the United Kingdom, 4  December
2008 (Grand Chamber). https://hudoc.echr.coe.int/eng. visited on 3/7/2023.
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1 CASE OF STANDARD VERLAGSGESELLSCHAFT MBH v. AUSTRIA, 7/3/2022.
Application no. 39378/15. European Court of Human Rights ,Fourth Section .
https://hudoc.echr.coe.int/fre. Visited on 13/7/2023.
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1 European Court of Human Rights: Judgment of the court (Fifth Chamber). Ministerstvo
na vatreshnite raboti «Glavna direktsia za borba s Organiziranata prestapnost. 26 January

2023 (C-205/21) https://curia.europa.eu/juris/ document/ document.jsf. visited on
14/7/2023.
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